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Webinar Series (Register at https://dscsagovernance.org/blueprint/)

*Webinar Episode 1: DSCSA Overview, Interoperability, & the Role of ATPs
* February 23, 1:.00 — 2.00pm ET
« Register HERE.

*Webinar Episode 2: TI/TS Exchange
« March1,1:00 - 2:00pm ET
» Register HERE.

*Webinar Episode 3: Verification
« March9, 1:00 - 2:00pm ET
» Register HERE.

*Webinar Episode 4: Tracing
 March 16, 1.00 — 2:00pm ET
» Register HERE.

*Webinar Episode 5: Credentialing
 March 23, 1:00 — 2.00pm ET
» Register HERE.
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The Partnership for DSCSA Governance (PDG)

PDG is a collaborative forum and FDA public-private partnership
dedicated to developing, advancing, and sustaining an effective and
efficient model for interoperable tracing and verification of prescription
pharmaceuticals in the U.S.

www.DSCSAgovernance.org



http://www.dscsagovernance.org/

Membership

Accenture e Advasur, LLC ¢ American Pharmacists Association (APhA) e AmerisourceBergen e Apotex Corp. e Association for
Accessible Medicines (AAM) e AstraZeneca e Bayer U.S., LLC e Bed4ward Ltd e Biocon Pharma e Blue Link ERP e Bristol Myers
Squibb e Cardinal Health e Cleveland Clinic e ConsortiEX, Inc. ¢ CVS Health e DirectTrust e Eli Lilly and Company e¢ Emergent
BioSolutions, LLC ¢ Endo Pharmaceuticals e Eversana Life Science Services, LLC e Excellis Health Solutions e E2E

VISIBILITY, Inc. ¢ Gateway Checker e Geisinger Health ¢ Genentech e Gilead Sciences, Inc. ¢ GS1 US (Liaison Member) ¢ Harmony
Biosciences Holdings, Inc. e Healthcare Distribution Alliance (HDA) e Hercules Pharmaceuticals, Inc. e InfiniTrak, LLC Inmar, Inc. e
International Warehouse Logistics Association (IWLA) e Johnson & Johnson Services, Inc. e Kaiser Permanente e LedgerDomain e
Legisym, LLC e LSPediA Inc. ¢ McKesson Corporation e Medline Industries e Meijer Pharmacy e Movilitas Consulting, LLC e National
Association of Boards of Pharmacy (NABP) National Community Pharmacists Association (NCPA) e National Council for Prescription
Drug Programs (NCPDP) (Liaison Member) e Navitas Life Sciences ¢ Novo Nordisk, Inc. ¢ Optel Group e Orderinsite, LLC e Pfizer, Inc.e
Pharmaceutical Research and Manufacturers of America (PhRMA) e Providence Health Technologies, LLC e rfxcel Corporation e
Sanofi ¢ SAP SE e Second Generation LTD e SerialLab e Spherity e Systech TraceLink Inc. e TrackTraceRx ¢ Two Labs ¢ UNC Healthe
Upsher-Smith Laboratories, LLC e Uptown Pharmacy e Vantage Solutions e VeV Scientific, Inc e Walgreen Co. ¢ Walmart Inc. e
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Partnership for DSCSA Governance (PDG)
Foundational Blueprint for 2023 Interoperability

Chapter 3: DSCSA TI/TS Exchange Functional Design
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Key Terminology

Interoperable Tracing is the DSCSA
2023 requirement that trading
partners maintain secure,
electronic, interoperable systems
and processes to provide Tl and TS
in response to a valid request and
promptly facilitate gathering the
information necessary to produce
the Tl for each transaction going
back to the manufacturer.

Tl Request Messages provide
interoperable information about
the requester, the products being
traced, the circumstance of the
trace, and the kind of information
requested to be returned

Tl Response Messages provide
interoperable information about
the responder, the products traced,
and trace endpoints associated with
known buyers and sellers for the
requester to use in the trace

Trace Endpoints are the endpoint
where Tl request and response
messages can be submitted, such as
an email address or an OpenAPl or
DIDComm endpaint

Interoperable Tracing
PDG Blueprint

To support a sequential request-and-response
tracing madel, the Blueprint defines a
standardized protocol for requesting Tl

infe ion and responding to such request:

Why it Matters: The standardized protocol
provides predictability to authorized trading
partners (ATPs) and supports interoperability
between ATPs while permitting each ATP to
define its own internal processes.

Five Things to Know

Interoperable tracing is achieved when the ATP or
regulatory authority executing the trace
sequentially requests and receives relevant Tl
data from each of the owners of the product.

ATPs may only trace product as part of a suspect
orill product I

may trace on account of a suspect/illegitimate
product investigation or a recall.

The Blueprint defines a standardized protocol
(i.e., message format) for requesting Tl and
responding with Tl to support a trace.

Each ATP will define their own internal process for
evaluating requests, determining whether to
respond, and collecting the data to respond.

Each ATP must determine how they will be able to
provide the trace endpoint/contact for each ATP
they bought from/sold to.




275+ Work Group More than 10,000 Input from every
sessions member man hours sector and FDA

Super-majority
approval of General
Membership,
iIncluding majority
within every sector

Review and
consensus in the
Interoperability
Committee
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Key Terminology for this Chapter

* Interoperable Tracing: The DSCSA 2023 requirement that trading partners maintain secure,
electronic, interoperable systems and processes to provide Tl and TS in response to a valid
request and promptly facilitate gathering the information necessary to produce the Tl for each
transaction going back to the manufacturer.

Tl Request Messages: These provide interoperable information about the requester, the
products being traced, the circumstance of the trace, and the kind of information requested to be
returned.

Tl Response Messages: These provide interoperable information about the responder, the
products traced, and trace endpoints associated with known buyers and sellers for the requester
to use in the trace.

 Trace Endpoints: Are the endpoint where Tl request and response messages can be submitted,
such as an email address or an OpenAPI| or DIDComm endpoint.
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Interoperable Unit Level Tracing

“(k) SUNSET.—The following requirements shall have no force
or effect beginning on the date that is 10 years after the date
of enactment of the Drug Supply Chain Security Act:

“(1) The provision and receipt of transaction history under
this section.

- . L -
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‘ Interoperable Unit Level Tracing

SEC. 203. ENHANCED DRUG DISTRIBUTION SECURITY.

Section 582, as added by section 202, is amended by adding
at the end the following:
“(g) ENHANCED DRUG DISTRIBUTION SECURITY.—

“(1) IN GENERAL.—On the date that is 10 years after the
date of enactment of the Drug Supply Chain Security Act,
the following interoperable, electronic tracing of product at
the package level requirements shall go into effect:

“(D) The systems and processes necessary to promptly
respond with the transaction information and transaction
statement for a product upon a request by the Secretary
(or other appropriate Federal or State official) in the event
of a recall or for the purposes of investigating a suspect
product or an illegitimate product shall be required.

“(E) The systems and processes necessary to promptly
facilitate gathering the information necessary to produce
the transaction information for each transaction going back
to the manufacturer, as applicable, shall be required—

“(i) in the event of a request by the Secretary

(or other appropriate Federal or State official), on

account of a recall or for the purposes of investigating

a suspect product or an illegitimate product; or

“(ii) in the event of a request by an authorized
trading partner, in a secure manner that ensures the
protection of confidential commercial information and
trade secrets, for purposes of investigating a suspect
product or assisting the Secretary (or other appropriate

Federal or State official) with a request described in

Partnership for clause (1)
DSCSA Governance



Interoperable Unit Level Tracing Timeline
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Interoperable Tracing Foundations

Blueprint Ch. 1 Functional Design

* Who can trace for what » General request-response
purposes model

* \What information can be * Request-response message
requested protocol

* How fast is tracing * Role of credentialing

performed




Interoperable Tracing Model

Initiating
Entity

(ATP or Regulator)

Standardized
request/response
messaging protocol to
enable interoperability
company-by-company
automation, as desired.

Company-by-company
process to review
request and determine
how to respond. —
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Importance of Endpoints

\ Each trading partner (ATP and ATP-Equivalent) shall exchange their
preferred trace method and trace endpoint where Tl Request messages
can be submitted.

Initially during the proof-of-concept or proof-of technology phase(s), it is
@ thought that email addresses will be used as trace endpoints to
exchange standardized Tl Request and T| Response messages.

As the trace ecosystem enters the production phase, the PDG-defined
‘;&‘ EDDS network will move to OpenAPI or DIDComm to exchange
messages securely and privately.

Partners hip for
DSCSA Governance



High Level
TraCiI‘Ig RequeSt Tl Request

Messa ge Tl Request Audit References (M)

Tl Reguesting Party Information (M)

Tl Request Parameters (M)

rTI Requests (repeats, M)
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Detailed
Protocol
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Data Attributes

Definition

Ti Tl
Request Response

Message Message

391 1IncidentNumber The 3911 Incident Mumber assigned by the FDA String v
The URI| address where the Tl Response is to be Y
lapiCallbackAddress sent. String
Includes Any of:
The method and address the responder is to send the - apiCallbackAddress s
callbackAddress Tl Response message Object - emailCallbackAddress
Includes:
Information identifying a company recorded in the TI -gin S
and their connectivity information (used by the - companyName
Requester to submit a T| Reguest to them). This can - companyAddress
companylinformation be the seller, buyer or drop ship buyer. Object - tiRequestConnectivitylnformation
Includes:
- personOrDepartmentMame
Information to aid the Requester or Responder in - organizaticnMName
contactinformation contacting the other party in regard to the Request or [Object - phone o Ny
Response. - email
Phone number or email address that the Requester .
tactMethod St
Fontacivie or Responder can be contacted with. ng ol l

Partnership for
DSCSA Governance




JSON Schema for Tl Request Message (Draft v13)

JSON Option

*$schema®: "http:/fjson-schema.org/draft-07/schemai”,
"Sid": "https:fcdscs. org/pdg/Drafti1.0.0/pdgdscsatirequestschema.json”,
%itle®: "FDG DSCSA Tl Request Schema®,
*description®™: "Defines requests for DSCSA Transaction Information.”,
type”: "object”,
"properties": |
"tiRequestSet™ |
"properties": {
"tiRequestAuditReferences": |
"type™ “object”,
"properties”: {
"tiRequestiD™: {"Sref*: "#/definitions/uuid Type™},
"tiRequestTimestamp®: {"$refl™: "#/definitionsftimestampType"}

L
"required”: |
"tikequestiD)”,

"tifequestlimestamp”
1
1.
“tiRequestingPartyInformation®™; {
"type™ “object”,
"required”: |
"contactinformation®,
"callbackAddress”

1.
"properties”: {
"dscsaCredentialPresentation”™: {*3ref™: "#/definitions/dscsaCredentialPresentationTypa"},
“contactinformation®: {"$ref*: "#/definitions/contactinformationType"},
"requesterGLM": {“fref": "#/definitions/ginType"},

"callbackAddress™: {"$ref": "#/definitions/callbackAddress Type™}

Partnership for
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Responding to a Tracing Request

Securely Send

: Decide
Receive a Gather Data Prepare Data
Whether to : Data to
Request Internally for Sending
Respond Requester
How/where will the How will the legitimacy Who will be What will the data How will the data be
request be received? of the requester be . gathering process be? . sent to the
validated? re_SponSIbIe_ How does this vary How will the da?ta be requester?
Who will receive the for/mvolygd in based on whether your packaged”
request? Hor\:v will Iegitifmac;]y of determlnlng de;ta_ is in-ho_use, with a Who will be Who will be
the reason (_)rt e whether to solution provider, _or ina : responsible for
. . request be validated? wholesaler repository? responsible for . .
Who is responsible respond? packaging the data? ensuring the data is
_ for initiating the Who must be involved Who will be responsible received by the
internal process? in verifying legitimacy? How do you for gathering the data? How do you ensure requester?
? speed? What is the
How do you ensure How do you ensure ensure §peed How do you ensure P backup? How do you ensure
speed? What is the speed? What is the What is the speed? What is the ' speed? What is the
backup? backup? backup? backup? backup?

To what extent do internal business, legal compliance, and data security teams need to be involved in each step?
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Initiating a Tracing Request

Suspect,

lllegitimate, or
Recall Product

Send Request
to Required
Entities

Prove ldentity

Communicate

with Requested
Entities

Receive

Requested
Information

Verify Correct
Information
was Received

How will tracing fit
into investigation
processes?

Who will be

determining
whether and when
tracing should
be initiated?

How will requests

be sent to ATPs?
responsible for * Who will be

responsible for
sending requests?

How will
requesting entities
verify their

identity?
*What information

needs to be

provided to
requested entities
to prove identity?

Who will be
responsible for

communicating
and
coordinating with

requested entities
throughout the
process?

How will the
requested information
be received?

Who will be
responsible for
receiving the

information?

How will the
information from each
ATP be compiled?

What checks will
be in place to
receive the correct
information was

* received?
Who will be

responsible for
providing
information to
required parties?

To what extent do internal business, legal compliance, and data security teams need to be involved in each step?

Partnership for
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Call for Pilots
and

Demonstrations

Partnership for
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2/28/23

PDG Reguest for Tracing Pilots and Demonstrations

In practice, tracing a package or case is executed in a series of T| Requests and Tl Responses
upstream and/or downstream from the trading partner initiating the requests (or by a regulatory
authority). The PDG Blueprint established a common protocol for the request of, and response
with, Tl information as part of that process.

The tracing process, and specifically, the request-response protocol in the Blueprint, is a new
mechanism created specifically for post-November 2023. This means the process and profocol
is largely untested and PDG encourages trading partners to conduct testing and demonstrations
of the tracing protocol. These pilots and demonstration projects are critical to test the protocol in
the Blueprint and identify and continued improvements or revisions to it that are needed.

OPEN CALL FOR TRACING PILOTS

PDG urges stakeholders to develop and execute pilots and demonstration projects that
test, validate, and/or identify continued revisions needed to the PDG tracing protocol in
the Blueprint. PDG is prepared to work, in an observational capacity, with all
stakeholders planning and executing such projects to support clarity of the PDG request-
response protocol for tracing.

Pilots and demonstration projects should include multiple ATPs and may include one or more
solution providers. Stakeholders should make best efforts to complete these pilot and
demonstration activities in Q2 OF 2023. Stakeholders planning pilots and demonstration
projects are encouraged to submit their pilot and demonstration proposals and activities to PDG
at admin@members.dscsagovemnance.org.

PDG does not intend to develop, operate, or directly participate in pilots or demonstration projects, but it
does seek awareness of such activity.

PDG does not intend to select or express preference for specific pilots and demonstrations; we will
collaberate with and observe any stakeholders who use the PDG tracing process protocel in their pilot or
demonstration activities. PDG’s observational engagement is not an endorsement of any particular.pilot,
demonstration or solution

PDG will support stakeholders in piloting and demonstrations by providing feedback to ensure the
Blueprint protocol is being interpreted and applied consistent with the Blueprint. PDG staff will also be
available to answer any questions stakeholders have during the protocol process and help troubleshoot
any issues that arise. The results, data, and feedback from these pilots and demonstrations will allow
PDG to make necessary protocol refinements that stakeholders identify.

1]



Webinar Series (Register at https://dscsagovernance.org/blueprint/)

*Webinar Episode 1: DSCSA Overview, Interoperability, & the Role of ATPs
* February 23, 1:.00 — 2.00pm ET
« Register HERE.

*Webinar Episode 2: TI/TS Exchange
« March1,1:00 - 2:00pm ET
» Register HERE.

*Webinar Episode 3: Verification
« March9, 1:00 - 2:00pm ET
» Register HERE.

*Webinar Episode 4: Tracing
 March 16, 1.00 — 2:00pm ET
» Register HERE.

*Webinar Episode 5: Credentialing
 March 23, 1:00 — 2.00pm ET
» Register HERE.
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Questions?




More

Information

For additional information and to join:
Visit www.DSCSAgovernance.orq
Email admin@members.dscsagovernance.orq



http://www.dscsagovernance.org/
mailto:admin@members.dscsagovernance.org
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